IMAMSITKA JIJISI POAUTEJIENA
PoauTeib,IOMHH, YTO HECOBEPLICHHOJIETHHE HAU0O0Iee NOABEPKEHBI
onacHoOCTsAM ceTu IHTepHeT, a poAUTEeIH HECYT OTBETCTBEHHOCTD 32 CBOMX
nerem
YEM OITACEH UHTEPHET JIJISI JETEMR?

B unTepHEeTe MOXKHO HaWTH MHGOPMAIUIO U WILTIOCTPALIUN MPAKTUYECKH Ha
ar00yto Temy. Heo0xoqumo ob6ecreuuTs 3aluTy JeTel OT KOHTAaKTOB B MHTEPHETE
C HEeKeJIaTeJIbHBIMU JIFOJIbMH, OT 3HAKOMCTBA C MaTEpHaIaMHd HEJJETCKON TEMAaTUKH
WIM TPOCTO OINACHBIMHU I JETCKOW IICHUXUKH, OT BPENOHOCHBIX IPOrpPAMM H
UHTEPHET-ATAaK.

Tak Kak JOeTH IO CBOEM HAMBHOCTH, OTKPBITOCTH M HEOIBITHOCTH, HE
CIIOCOOHBI Pacro3HaTh OMACHOCTB, a JIFOOO3HATENBHOCTh JIE€TEH JeNaeT uX KpaiHe
yS3BUMBIMU B MHTEHET-IIPOCTPAHCTBE, 00 WX O€30MaCHOCTH, B MEPBYIO OYEPEb,
JOJIKHBI O€CIIOKOUTHCSA POJIUTEIH.

OINACHOCTb B  HMHTEPHET-IPOCTPAHCTBE MO’KHO

PA3JEJIUTb HA TPU BU/IA:

1.  HdocrtynHas juis ieTeid HeraTuBHas WH(pOpMaIus.

2. [IpoTuBONpaBHbIE W COIMATBHO-OMACHBIE JICUCTBUS CaMOTO
pebeHka.

3. [{eneHnanpaBieHHBIC JEHCTBHUS TPETHUX JIMII B OTHONICHUH
pebeHka.

Haunboinee onacHbieB cepBUCax UHTEPHET-OOLIECHUS:

[lenodunbl, UIss KOTOPBIX JETH CTAHOBATCA OOBEKTAMU pa3BpaTHBIX
JEVCTBHUM U MPECTYIUICHUH MMPOTUB MTOJIOBOM HENPUKOCHOBEHHOCTH.
CeKkTaHThl, HaBA3BIBAIOUIUE HETPAJULMOHHBIC,ACOIUATBHBIE OTHOLIEHUS
Y LIEHHOCTH.

WurepHer-apepuctsl  (MOIICHHUKH,  OHJIAWMH-UTPOKM U TIp.),
MPUBUBAIOIINE JIETAM CKIOHHOCTh K a3apTHBIM UT'PaM, BEIMAHUBAIOIINE Y
neTedl KOH(UIEHUUATbHYI0 HWH(OpMALMI0O O pOAMUTENAX U YpPOBHE
MaTepuaIbHOW 00ECTIeYeHHOCTH CEeMbH, a TaKKe CTaBsllue peOeHKa B
MaTepHAIbHYIO U HHYIO 3aBUCUMOCTb.

KubepOymiepbl yHUKAIOT U «TpaBiT nerein». KubepOymmuHr Habupaer
00OpOTHI KaK CO CTOPOHBI 3JIOyMBIIUIEHHUKOB, TaK M Cpeau
MOJAPOCTKOBBIX COI[UABHBIX TPYIIII.

Cpenu neredt mpuoOpenyd MOAY CYHMIUMJ U UTPBI CO CMEPThIO, cendxapm
(camMomoOBpeXACHUE), aHOPEKCHS, DKCTpEeMallbHble Ccel(u, a TakKe pa3IUYHbIe
paavKaabHblE IBWKEHUS: NPOTUB POJAUTENEHM W CEMbH, WIKOJI M IEJaroroB H
npouee.



Bosiee mosioBUHBI JE€TEl CTAIKUBAETCS C MHTEPHET-YIPO3aMH, HE CTaBsi B
U3BECTHOCTh POJIUTENICH, B psijie cliydaeB, 00sICh UX, B PAJE CIydyaeB, HE TOBEPSIs.

Kak mnpaBuno, pomutenu He yAENSIOT OOJBIIOTO 3HAYEHUS HHTEPHET-
0€30MacHOCTU U UHTEPHET-BOCIIUTAHUIO JACTEH.

B wHTEpakTHBHOM MHUpE N€TH MOTYT OBITH TaK kK€ Oe33aluTHBI, KaK U B
peanbHOM. [loATOMY BaXKHO CAENaTh BCE BO3MOKHOE, UTOOBI 3alIUTUTD HX.

PEKOMEH/JIAIIUNA:

1. Pacnonoxuth peOCHKAa K JIOBEPUTEIBHOMY JAHMAJIOTY IO BOMNpOcaM
UHTepHeT-0e30macHoCcTu. OO0bsicHUTH, 4TO HHTEepHET ABISETCS HE TOJBKO
HAJIS)KHBIM MCTOYHUKOM MH(OpPMAIIUU, HO U OMACHBIM COOECETHUKOM a JIOBEPSThH
CIIEIYET POAUTEIISAM, [IEJaroraM U JIyUIIUM JIPY3bsM.

2. YcTaHOBUTH C pEOEHKOM «IpaBwiIa» pabOThl C KOMIBIOTEPOM H
raJy)keTaMH, BPEMEHHbIE OTPAaHUYEHUS, ONPEIETUTh PECYPChl, KOTOPhIE MOKHO H
HY’)KHO Tnocemarb. OO0bsCHUTh, uTO MHTEpHET, B MEPBYIO OYEpElb, SIBISETCS
CPEIICTBOM Pa3BUTHS M OOyYEHHs, U TOJIHKO BTOPOCTENEHHO — Pa3BJIICUCHUN U
oOmieHusi. JKenaTenbHO TOTOBOPUTHCS, UYTO HOBBIE WUIPhl U MPOTPAMMBI OYIyT
YCTaHABJIMBATHCSI COBMECTHO C POJAUTEISIMHU.

3. BBecTu orpaHnydeHus MO MCIOJIB30BAHUIO Ta/KETOB. J[omKOIbHUKAM, a
TAK)KE€ YYEHMKaM MJIQJIIIMX KJIacCOB MOOWJIbHBIM WHTEpHET HE HYyXEeH B
MMOBCEHEBHOM KU3HHU.

4. 3anpeTuTh OOIIEHHE C HE3HAKOMBIMHM JIIOJbMH. OJTa Mepa JI0JKHA
BOCIIPUHUMATHCS TaK K€, KaK U 3ampeT OOIICHHs C HE3HAKOMBIMU Ha yJuiie!

5. IlpuBute kynbTypy mnoBeaeHus B IT-mpocTtpaHcTBE, ITOCTOSHHO
OCYILIECTBIISIS UHTEPHET-BOCIIUTaHUE pEOCHKA.

6. Hannexxamum o0Opa3oM HAcCTPOUTh KOMIIBIOTEPHYIO TEXHUKY peOCHKa.
Hcnonb30BaTh KOHTEHT-(OUIBTPBI, 3aTPYAHSIONIME TOCEIICHUE OINpeneeHHbIX
BUJIOB PECYpPCOB Ha YpOBHE OIllepaTopa CBSI3M W Ha YPOBHE OMNEPALMOHHOMN
cuctemMbl. KoHTeHT-QuibTpanus He Bceraa d3(pPpexkTrBHa, B 4aCTHOCTH, U3-3a TOTO,
YTO HE KO BCEM CalTaM 3aKpbIT JOCTYM, & COLICETH, OHJAWH-UTPBI, TIEPENUCKA U
WHasi aKTUBHOCTh peOCHKA OCTAIOTCS B CTOpOHE!

7. KoHTpOoMMpoBaTh AESITEIHHOCTh PEOCHKA C KOMIIBIOTEPOM U TaJKETaMu, B
YaCTHOCTH, MPHU MOMOILU CPEACTB POAUTEIHCKOTO KOHTpoJis. [Ipu sTom, pebenky
HY’)KHO OOBACHHUTHb, 4TO BBl 3TO nenmaere nais TOro, 4ToOBl MPEIOTBPATHUTH
OMACHOCTb, U YTO HA ATO MMEETE IMOJHOE MpaBO. 3HAWTE, YTO JETHU CIOCOOHBI
YAAIATh MCTOPUIO TEPENUCKHM M TOCEHICHHS] CaWTOB, CYIIECTBYET MHOECTBO
CPEICTB POAUTEIHCKOTO KOHTPOJIS, KOTOPbIe HEOOXOIUMO HCIIOJIb30BATh ISl TOTO,
9TOOBI 00€30MaCUTh CBOETO PEOCHKA.



HECKOJIBKO COBETOB 11O OBECHEYEHUIO HWHTEPHET-
BE3OITACHOCTH:

. Pacckaxute CBOMM J€TAM O NOTCHIMAIBHBIX YIpo3ax, ¢ KOTOPBIMHU
OHM MOT'YT CTOJIKHYTBCSI B UHTEPHETE.

. Ecnu BO3MOXKHO, IOCTaBbTE KOMIIBIOTEP B 00ILIEN KOMHATE.

. [TocTapaiiTech NPOBOAUTH BPEMS 3a KOMITBIOTEPOM BCEU CEMBEN.

. [TormpocuTe nereil paccka3biBaTh 000 BCEM, YTO BBI3BIBAET Yy HHX
HENPUATHBIC YyBCTBA WU AUCKOM(OPT MPH MOCEIIEHUN HHTEPHETA.

. OrpaHnubTe MaTepuabl, TOCTYIHBIE AETAM YEPE3 KOMIIBIOTED.

Bam nomMoryT cienarb 3T0 aHTUBUPYCHBIE TPOTrPAMMBI U CaMU Opay3ephl.

Taknanpumep, InternetExplorersxmouaeTkommonenTContentAdvisor,

aKasperskylnternetSecuritykoMmoHeHT «PoIUTEIbCKUI KOHTPOJIbY.

OOBsicHUTE JETSAM, UYTO UM pa3pelieHo, a 4YTO 3alpelieHo JeliaTh B
UHTEPHETE:

PeructpupoBathbCsi B COIMANIBHBIX CETAX U Ha APYTUX caliTax.
CoBepmiaTh MOKYIIKU B UHTEPHETE.

CkaumBaTh MY3BIKY, HTPBI U APYTO KOHTCHT B HHTEPHETE.
Hcnonb30BaTh MporpaMMbl MTHOBEHHOTO 0OMEHA COOOIICHUSIMU.
ITocemarp yathl.

Ecnu nersm paspenieHo MCMOab30BaTh MPOrpaMMbl MTHOBEHHOTO OOMeEHa
COOOIIEHUSIMU HWJIM TIOCEIIaTh WHTEPHET-YaThl, PACCKAXKUTE UM OO0 OMACHOCTAX
OOILIEHHS] WM OTIPABKUA COOOIIEHUH JIFOJSIM, KOTOPBIX OHU HE 3HAIOT U KOTOPHIM
HE JIOBEPSIOT.

. YcraHoBUTE HAJAEXKHYIO AHTUBUPYCHYIO MPOrpaMMmy, CIIOCOOHYIO
3alUTUTh KOMIIBIOTEP OT BPEAOHOCHBIX MPOTPAMM M XaKEPCKUX aTak. MHorme
MPOAYKTHI i obOecrieueHusi O€30MacHOCTH B HMHTEPHETE COYETAalOT B cebe
BO3MOXXHOCTH aHTUBUPYCHOW 3allIUTHI U PACIIMPEHHbIC PYHKIHUH POIUTEIHCKOTO
KOHTPOJIS, KOTOPhIE MOMOTAIOT 3aIUTUTD JIETEeH, KOTJIa Te HaXOASATCS B HHTEPHETE.

Kontpons mnepenucku uepe3 colUaibHbIE CETH C MOMOIIbI (YHKIIUU
«PoauTeNnbCKUii KOHTPOJIbY TTO3BOJISET:

CdopMupoBaTh CNHCKH KOHTAKTOB, IMEPENMUCKA C KOTOPBIMU OyjeT
paspellieHa WK 3anpelieHa.

3amaTh KIIOYEBBIC CJIOBA, HAIWYHE KOTOPBHIX OYJET TPOBEPATHCS B
COOOIICHUSIX.

VYkazars 1nuHyro nHGOopMallnio, Iepechlika KOTOpon OyAeT 3arpelieHa.

Eciu mnepenncka ¢ KOHTakKTOM 3allpelieHa, TO BCE COOOIICHHS,
aJIpeCOBAaHHBIE TOMY KOHTAKTy WJIM MOJYYEHHBIE OT HEro, OyayT OJOKHPOBATHCS.
Nudopmarus o 3a0JI0KUPOBAHHBIX COOOIICHUSIX, a TAKKE O HAIMYUU KITFOYEBBIX
CIIOB B COOOIIEHUSX BBIBOAMTCA B OTuYeT. /[l Kaxmoil ydeTHON 3amucu



MIOJIB30BATENSI KOMIIBIOTEPA MOXKHO MTOCMOTPETh KPATKYI0 CTATHUCTHKY TEPETHCKU
yepe3 COLUANbHBIE CETH, a TAaKXKe MOJAPOOHBIN OTUET O COOBITHSX.

OBPATUTE BHUMAHUE HA NIOJO3PUTEJIBHBIE XEHI-TEI'U:

#53  #157  #158  #d28  #MopekuToB  HTUXUHIOM  #XOUYBHUTPY
#MIICUHBINY TB#XOUYBUTPY#X0UY B UIPYHKIYHUHCTPYKLHIO#MIICUHBINITYTh

ECJIH HA KOMIIIOTEPE W MOBWIBHOM YCTPOHCTBE
BAIIETO PEBEHKA HE YCTAHOBJIEH POJIMTEJbLCKUN
KOHTPOJIb, HA UTO CTOUT OBPATUTH BHUMAHUE:

1. IlogpocToxk HE BBICBHINMACTCS, Ha)Xe €CIM PaHO JIOKHUTCS cHaTh -
MpOCHeANTe, CIIUT JIU OH B paHHUE YTPEHHUE YaChl.

2. Pucyer kutoB, 6a604eK, €TUHOPOTOB.

3. CocrouT B rpymmax, coAep;Kalux B Ha3BaHWM crieayromee: «Kutbl
IUTBIBYT BBepX», «Pa3Oymu mens B 4.20», «f57», «f58y», «Tuxuitnom», «PuHay,
«Hsamoxka», «Mope kutoB», «50 qHEH 0 MOETO...»,«TOMKUTOBY, «MJICYHBIUITYTH,
«1503BE31», «ff33y», «d28», «xouyBUTpy».

4. 3akpoeun B KoHtakTe moctyn k moapoOHOUM uHGOpMaIUK, B TIEPENHCKE C
Jpy3bsiMU (Ha JIMYHOM cTeHe) ecTh ¢pasbl "pazOyau meHs B 4.20", "a B urpe". U
COBCEM YK CTpAIllHO, €CJIM Ha CTEeHE MOABISIOTCA HUPpbI, HauumHas OT 50 wu
MEHBIIIE.

5. llepenuceiBaercs B BaiiOepe (M Jp. MECCEHIKEpax) C HE3HAKOMBIMU
JFOABMH, KOTOPBIE TAIOT CTPAHHBIE PACTIOPSKECHUS.

INOMHUTE! CAMOE JTOPOI'OE, UTO ECTh B HAIIIEN )KU3HU —
9TO HALIINK AETHA!



